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Executive Summary 

!
From the deployment of an IGnat UAV during Operation Grizzly at the 2008 G8 Summit in 
Kananaskis to the present, Police Services in Canada have applied UAV technology for a 
variety of purposes. After Mark Sharpe’s repurposing of an off the shelf model and the 
submission of photos taken from a UAV as evidence in a court case in 2007, UAV have been 
taken seriously as potential solutions for police services. This report identifies key findings 
from the academic literature regarding UAV and privacy, arguing that these technologies 
present an opportunity to be an effective tool for police work, but, that given current public 
opinion, they also present challenges in regards to how people think about privacy and data 
collection. !
The main findings of this report are that:  !

• There are significant misconceptions regarding the technology, its capabilities, and its 
application within the general public  

• In general, the public supports the use of UAV by police services, but that:  
o Support or opposition to the adoption of UAV by police services is dependent on 

the specific technology and the specific application, or use, that the UAV is 
being used for 

o Support and opposition can be predicted based on annual income (over 
$125,000 leads to greater support), political affiliation (federal Conservative 
voters are more supportive), and marital status (married, widowed are more 
supportive) 

• The applications that police are currently using UAV to perform are, for the most part, 
supported by the general public 

• In all instances the use of UAV and fully automated UAV (AUAV – non-piloted) 
technology significantly reduces the level of support for the collection of data by 
police services when compared to traditionally piloted aircraft (this reduction was 
seen across all applications) 

• The general public’s understanding of violations of privacy and of justice point to a 
need to develop policy which works to maintain the contexts of collected data (i.e., 
limit 3rd parties in data collection and data retention), stresses the importance of 
public and front line officer education and participation within the adoption of UAV 
(community policing and participatory management), and takes into consideration 
community sensitivities to data collection (especially avoiding their use at political 
demonstrations, to issue speeding tickets, or at sporting events)   !

In terms of practical applications, this research shows a need to acknowledge that certain 
applications are supported (Finding Missing Persons, Disaster Response, In Hostage Situations, 
Emergency Response - fire, medical, etc., and Traffic Collision Reconstruction) while others 
are opposed (Personal Identification and Crowd Control at Political Demonstrations, Personal 
Identification and Crowd Control at Sporting Events, To Issue Speeding Tickets, In Routine 
Patrols, For Automated License Plate Recognition), and that the choice to adopt UAV 
technology does work to reduce the level of support found for the collection of data by police 
services. It also points to the importance of contextual and sovereignty based understandings 
of privacy in shaping policy. The first, acknowledging public sensitivity to the shifting of data 
from one context to another (as in cases involving 3rd party data sharing), and, the second, 
acknowledging that populations which feel disenfranchised or disempowered may be 
particularly sensitive to the deployment of UAV.   !
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!
Recommendations !
Based on the collected data, this report makes the following recommendations regarding the 
development of policy and procedures regarding UAV/UAS/AUAV operation by police services:   !
• That steps be taken to address the lack of understanding within the general public about 
UAV. In particular, the public need information on actual uses and technological capabilities in 
order to have an informed discussion on the appropriateness of police use of UAV in their 
communities. !
• That both the public and frontline police officers be included in discussions of the 
acquisition and integration of UAV technology into local police departments in the spirit 
advocated by community policing and participatory management strategies (which 
simultaneously satisfy the relational procedural justice concern of voice).  !
• That all discussions and actual uses of UAV by police are specifically and carefully attentive 
to the procedural concerns of respect, trust and neutrality. This includes being explicit on 
how these concerns will be addressed when describing UAV technology to the public, and 
ensuring that actual use of the technology not only does not violate these concerns but 
presents opportunities to enhance them (i.e., ensuring that citizens are treated with respect 
and without bias during interactions with the police and that police are a trustworthy 
authority). !
• That policy be enacted to respect the contexts of collected data. This would relate 
specifically to the inclusion of third parties in the collection, storage and analysis of data. !
• That policy be enacted that takes into account the loss of sovereignty associated with UAV 
data collection and that special attention be paid in this regard to the use of UAV around 
populations that may already have a sensitivity to the loss of sovereignty or to 
disempowerment, as well as ensuring that there is a mechanism through which the general 
public can engage with and respond to police services about UAV use.  !
Conclusion !
Overall, this report stresses our concern as researchers that UAV could develop into 
flashpoints, or come to be seen as tools of surveillance and oppression, if policy does not take 
into account the importance of “voice” or public involvement in policy makers, respect, trust 
and neutrality. Research has shown that the implementation of policy practices without these 
elements could work to erode the trust of the public in police services. Ultimately, these 
findings raise the concern !  without education, public participation and openness, police 2
services could lose all the proven benefits of UAV technology.  !
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